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JOB DESCRIPTION - NETWORK ENGINEER 

About HackIT 

HackIT Technology and Advisory Services is an IT/Cyber Security company, operating since 2009. HackIT 

is an Indian Computer Emergency Response Team, CERT-IN (www.cert-in.org.in) empaneled provider 

for IT Security Audit Services. HackIT provides a broad range of security consulting and advisory 

services to a diverse group of clients, including government organizations, corporations, Military 

establishments, financial institutions and start-up, to name few. Our work spans multiple sectors and 

industries, including Telecommunications, Defense and Military, ITeS, Financial Services, Aviation, 

Hospitality, Healthcare and Research. We work end-to-end from diagnosis to delivery of lasting impact 

-together generating tangible results that are improving the security posture of organizations 

worldwide. 

 

Job Title                                                          •   Network Engineer 

Location                                                          •   Delhi 

 

Job Overview 

We are seeking a detail-oriented Network Engineer with hands-on experience in networking and a 

strong interest in secure network infrastructure. The ideal candidate will support the configuration, 

monitoring, and security of network environments while ensuring high availability, performance, and 

compliance. 

 

Job Responsibilities 

• Assist in configuration and management of core, distribution, and access layer switches. 

• Support secure network operations including monitoring, logging, and incident response. 

• Work with routing protocols such as BGP and OSPF under supervision. 

• Maintain high availability and performance of network systems. 

• Implement and support network security controls (firewalls, ACLs, segmentation). 

• Monitor network traffic to identify security threats and anomalies. 

• Collaborate with cybersecurity and infrastructure teams for secure architecture implementation. 

• Maintain network documentation, diagrams, and SOPs. 

 

Technical Skillsets (Mandatory) 

• 2+ years of experience in networking and troubleshooting. 

• Hands-on experience with Cisco switches (NX-OS or similar). 

• Understanding of routing protocols (BGP, OSPF). 

• Knowledge of network security concepts (Firewall, VPN, IDS/IPS, ACLs). 

• Familiarity with Datacenter networking (Spine-Leaf architecture). 

• Basic understanding of VXLAN or network segmentation. 
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Technical Skillsets (Preferred) 

• Exposure to secure network design or SOC environments. 

• Basic scripting/automation (Python, Bash). 

• Knowledge of log analysis and monitoring tools. 

 

Education and Certifications 

• Bachelor’s degree in IT, Computer Science, or a related field. 

• Certifications such as CCNA / Security+ and other relevant certifications are an added advantage. 

 

Experience 

• 2+ years’ experience. 

 

Send your updated profiles to careers@hackit.co. 

 

 

 


