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JOB DESCRIPTION - FULL STACK DEVELOPER (MERN STACK)

About HackIT

HackIT Technology and Advisory Services is an IT/Cyber Security company, operating since 2009. HackIT
is an Indian Computer Emergency Response Team, CERT-IN (www.cert-in.org.in) empaneled provider
for IT Security Audit Services. HackIT provides a broad range of security consulting and advisory
services to a diverse group of clients, including government organizations, corporations, Military
establishments, financial institutions and start-up, to name few. Our work spans multiple sectors and
industries, including Telecommunications, Defense and Military, ITeS, Financial Services, Aviation,
Hospitality, Healthcare and Research. We work end-to-end—from diagnosis to delivery of lasting
impact - together generating tangible results that are improving the security posture of organizations

worldwide.
Job Title e Full Stack Developer (MERN Stack)
Location e Delhi

Job Overview

We are seeking a detail oriented Full Stack Developer (MERN Stack) with strong experience in building
scalable and high-performance web applications. The ideal candidate should have hands-on expertise
in Node.js, React.js, Next.js, along with solid knowledge of SQL/SQLite databases and containerization
using Docker.

Job Responsibilities

e Develop, test, and maintain full-stack applications using the MERN stack.

e Build responsive and high-performance frontend applications using React.js and Next.js.
e Design and develop backend services using Node.js and Express.js.

e Create and integrate RESTful APIs.

e Work with SQL and SQLite databases for data storage, querying, and optimization.

e Ensure database performance through efficient query design, indexing, and optimization.
e Optimize applications for performance, scalability, and security.

e Containerize applications and manage deployments using Docker.

e Collaborate with cross-functional teams (Development, QA, DevOps).

e Participate in code reviews and maintain clean, maintainable code.
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Technical Skillsets (Mandatory)

e 3+ years of experience as a Full Stack / MERN Developer.

e Strong proficiency in Frontend (React.js, Next.js) & Backend (Node.js, Express.js).

e Strong understanding of JavaScript (ES6+), asynchronous programming, and REST APls.
e Hands-on experience with SQL databases and SQLite.

e Strong knowledge of database design, joins, indexing, and query optimization.

e Experience with Docker and containerization.

e Familiarity with Git version control.

e Strong problem-solving and debugging skills.

Technical Skillsets (Preferred)

e Experience with cloud platforms (AWS/Azure/GCP).

e Knowledge of CI/CD pipelines.

e Familiarity with microservices architecture.

e Exposure to security best practices in web development.

Education and Certifications
e Bachelor’s degree in Information Technology, Cyber Security, Computer Science, or a related field.

e Relevant certifications are an added advantage.

Experience

e 1to 3years’ experience as a Full Stack / MERN Developer.

Send your updated profiles to careers@hackit.co.
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